Money Laundering, Terrorism and ARCTIC
Proliferation Financing Risk and Control SRR
Module for Accounting Professionals

Accounting professionals are attractive to organised criminal networks because they are trusted financial intermediaries with the expertise
and authority to create, manage and certify financial records, structures and transactions that can be misused to conceal the origin or
movement of illicit funds.

Criminals may exploit accountants to establish shell companies, manipulate accounts, or provide false documentation that lends legitimacy
to unlawful financial activity. To mitigate these risks, it is essential that accounting professionals maintain a robust, enterprise-wide money
laundering, terrorism and proliferation financing risk assessment.

By systematically identifying and assessing their exposure to financial crime risks and by evaluating the design and operational
effectiveness of their mitigating controls in a manner appropriate and proportionate to their nature, size and complexity, they can protect
their professional integrity, meet regulatory and ethical obligations and uphold public trust.

About Arctic Intelligence’s
Risk Assessment Platform

Arctic Intelligence’s Risk Assessment Platform can be

used by smaller reporting entities out-of-the-box with
standardised risk and control libraries or configured by
medium and larger enterprises to suit any enterprise risk
management framework.

Our multi-award-winning platform is highly-configurable
and can be tailored to suit your methodology, risk indicators,
applying risk and/or control weightings as appropriate, with
a full audit trail and real-time data aggregation of individual
business lines or consolidated across enterprises.

Play Video Demo Play Video Demo Play Video
Digitisation Automation Accounting Professionals

Who is this risk and control module designed for?

The money laundering, terrorism and proliferation financing risk and control module contains a library of risks, controls and control
tests designed specifically for different types of Accounting Professionals:

° Certified Public Accountants ° Public Accountants
o Chartered Accountants 0 Tax Consultants and Tax Advisers

0 Insolvency and Restructuring Practitioners ° Trust and Company Service Providers


https://arctic-intelligence.com/
https://arctic-intelligence.com/
https://www.youtube.com/watch?v=xd-6jwwMEPw
https://youtu.be/pbjXT6HMdyA?si=EqVZNCI-gdZ_0bLB
https://www.youtube.com/watch?v=aYxMRF2Dk7o

What designated services are covered under AML/CTF laws?

These laws apply to your business if you:

° Act as or arrange nominees (directors, shareholders or trustees)
Assist with the buying or selling of real estate or entities
Establish, operate or restructure legal entities or trusts
Manage client money, securities or other assets

Provide a registered business address or office for a client

What’s included in the risk and control module?

Each of our expert-designed risk modules contain an Enterprise-Wide Risk Assessment, a Product Risk Assessment and a Country
Risk Assessment containing hundreds of risk indicators and risk factors, grouped under different risk categories and risk groups.

In addition to a fully comprehensive risk library, our module also contains a library of controls and control tests that you can use to
assess the design and operational effectiveness of your control environment.

Our content modules can be used out-of-the-box, easily modified to suit your requirements or you can simply build and import your
own risk and control content. We can support implementation directly or through our growing advisory network.

What’s the structure of the risk and control module?

Environmental Risk

External Threat Environment Internal Threat Environment
Exposure to External Risks 0 Exposure to Internal Risks
Higher Risk Environments; Higher Risk Relationships and Higher Risk Business Operations; Governance and
Higher Risk Regulatory Environments. Oversight; Program Alignment to ML/TF/PF Rlsks;

Business Location Risks; Business Activity Risks; Employee
Risks and Outsourcing Risks.


https://arctic-intelligence.com/

Customer Risk

Q customer Base Profile @ Customer Location Risk
Customer Type; Customer Location and Changing customer Customer Location Distribution.
base profile.

fit Customer Legal Form Risk B= Customer Industry / Occupation Risk
Customer Type Distribution and Customer Types ldentified Business Activities and Industry / Occupation Risk.
as Higher Risk.

=4 Politically Exposed Person (PEP) Risk il Customer Activity Risk

PEP Type; PEP Classification and Changes in PEP Profiles. Customer Behaviours, Profiles and Activities and Politically
Exposed Persons, Sanctions or Proliferation Financing Risk.

Industry Red Flag Risk

F Customers reluctant to provide information Rapid Movement of Funds or Round-Tripping

F Discrepancies in Financial Statements and Record Keeping Unusual Third-Party Involvement
High-Risk Jurisdictions and Offshore Accounts Unusual of Complex Business Structures

Large or Frequent Cash Transactions Unusual Property or High-Value Asset Transactions

L B B |
T 1 111

Payments Structured to Avoid Reporting Requirements Unexplained Wealth or Transactions Inconsistent with the

Customers Profile

Product and Services Risk”

Acting as or appointing a nominee shareholder Creating, operating or managing legal entities

Buying, selling or transferring real property Providing or appointing key roles in a company

Buying, selling or transferring legal entities Receiving, holding, controlling or disbursing assets

Company formation and operation Providing registered office / principal place of business /

correspondence addresses

~Our separate product and services risk model contains different products offered by Accounting Professionals and includes ML/TF/PF risk factors aligned to the features
and characteristics of each.
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Channel Risk

& Direct Channel Risk 0 Indirect Channel Risk
Non-Face-to-Face Onboarding. Use of third-parties to onboard customers.

Transaction Risk

o High Risk Transaction Types

Higher Risk Transactions; Transactions involving Third-Party Intermediaries and Customer Behaviours related to Transactions.

Country Risk”

o Higher Country Risk
Exposure to higher risk customers; Residency, Nationality or Citizenship (Individuals) and Country of registration, incorporation,
domicile or operating in (Entities).

~Our separate country risk model contains country risk ratings generated for over 240 countries and territories.

Key Features

To help manage your enterprise-wide risks, whatever the risk domain you're assessing

o? Highly configurable so you can tailor the platform to suit your needs [J Digitise and automate by ingesting data via API or file upload

J,+T Import your own risk and controls or use our expert-built risk domains 1 Track, monitor and report on actions, issues and incidents

(::l\

l}-.’. Flexible risk methodology, tailored to your risk-based approach Real-time dashboards and analytics, with exportable reports

Auditable workflow process for conducting risk analysis and
controls assessment

D

ﬁﬁ Fully hosted in a secure cloud with dedicated support
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Why choose the Risk Assessment Platform?

° Fully configurable risk analysis and controls assessment platform ° Automate risk assessments by ingesting data, improving efficiency

0 Expert-built content modules with hundreds of risks and controls 0 Real-time analytics, approval workflows and fully auditable

0 Digitise spreadsheet-based approaches, improving quality ° Save time and money, reducing compliance costs

How it works

The diagram below visualises recognised industry best risk assessment practices overlaid against the features within the Risk
Assessment Platform that supports these processes.

EXTERNAL CONTEXT

INTERNAL CONTEXT

ESTABLISH CONTEXT

Background Scope & Limitations & Organisational Risk Appetite Supporting
& Purpose Approach Assumptions Context Statement Evidence

Audit History

‘

(sogol)
BUB{ORI] UOIDY

CONFIGURE AND CALIBRATE

!
!

Risk Risk Risk Models & Controls Linked User
Domains Methodology Answer Sets Library Data Sets Permissions

Share Report
Outputs

‘

Buplewyousg
aAeIedwo)

RISK ANALYSIS (INHERENT RISKS)

Data Driven Method

z
o
e
F 2
. o
2
7} z
Zz —
o o
O 2
[a) 4
4 @
< >
Zz 4
e} 5}
= o
m
S 2
z ]
=) =
s
=
o
(O]

o—o Manual Method Automatic Method g —o

2 (Likelihood x Impact) (Risk Indicator Aggregation) (Ingest data via file upload or API)

¢} (Add on)

< <
& £ o
3 - §i
= =
3T CONTROLS ASSESSMENT S
x5 o =

‘g 2

< . Assess Control Conduct Control Assess Overall

—e —e
MB?MFEZkSt;O[\f:nnt;OIS Design and Operational Testing and Effectiveness
Y Y Effectiveness Attach Evidence of Controls
R
55 -
<R So
8 53
g = RISK TREATMENT AND ACTION PLANS 78
WZ oe e —O
Risk Treatment Options Create Actions Assign Owners Track & Monitor

Assessment Unit Assessment Self-Service Dashboards

Dashboards (Enterprise Dashboards) (Add On) Word Reports To Do Dashboards

©



https://arctic-intelligence.com/

Companies we’ve helped

AMERICAS

0 M&G

Investments

Spirit
* Sﬂper

Our customer
footprint

About Arctic Intelligence

management software to help regulated businesses to identify, assess, mitigate and manage financial crime.

Arctic Intelligence is a multi-award-winning RegTech firm that specialises in financial crime risk and controls risk ARCT I C

INTELLIGENCE

Compliance. The smart way.

VISIT OUR WEBSITE BOOK A DEMO TODAY
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