
Fraud Risk Module

A fraud risk assessment is a systematic process that involves identifying, 
evaluating, and understanding the potential risks and vulnerabilities within 
an organisation that could lead to fraudulent activities. It typically involves 
analysing various aspects of the organisation’s operations, processes, and 
systems to determine where weaknesses or opportunities for fraud might 
exist. 

The goal of a fraud risk assessment is to proactively identify and address 
areas where fraud is more likely to occur, enabling the organisation to 
implement controls and measures to prevent, detect, and respond to 
fraudulent activities effectively.

Fraud is a truly global problem, impacting organisations in every region and in every industry worldwide. Measuring the 

true extent of the damage caused by fraud can be challenging due to the inherent nature of concealment and deception 

involved in most schemes.

Fraud risk refers to the potential that an individual, organisation or system might engage in deceptive or dishonest activities to achieve 
financial gain or other benefits. It involves the possibility of misrepresenting information, manipulating transactions, or exploiting 
vulnerabilities to deceive others. Organisations often assess and manage fraud risk to prevent or mitigate the impact of fraudulent 
activities

What is a fraud risk assessment?

What is fraud risk?
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Who should consider conducting a fraud risk assessment?

About Arctic Intelligence’s Risk Assessment Platform 

Arctic Intelligence’s Risk Assessment Platform has been designed for larger companies to conduct risk assessments for financial crime 
and other risk domains. The platform is highly-configurable and can be tailored to your organisation’s risk assessment methodology, 
risk and control libraries relevant to your business and execute these across multiple countries, operating groups or business units. 
This process produces real-time dashboards and reports aggregated across the organisation.

The Risk Assessment Platform is commonly used to digitise manual spreadsheet-based models and also to automate the inherent risk 
assessment process by ingesting data from file uploads or API feeds.
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Why choose the Risk Assessment Platform?

Key Features

To help manage your enterprise-wide risks, whatever the risk domain you’re assessing

How it works

The diagram below visualises recognised industry best risk assessment practices overlaid 
against the features within the Risk Assessment Platform that supports these processes.
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About Arctic Intelligence

Arctic Intelligence is a multi-award winning, RegTech firm that specialises in audit, risk and compliance software 

related to financial crime compliance and risk management. 

We’ve helped hundreds of clients in over 20 industry sectors and multiple countries strengthen their defences against 

financial crime.

What is the structure of the fraud risk and control module?

60+ Risk  Categories

60+ Risk Categories

60
+ R

isk  Categories

60
+ 

Ris
k 

 C
at

egorie
s

60+ R
isk

  C
at

eg
or

ie
s

60+ Risk  Categories

6
0

+
 R

isk
  C

a
te

g
o

rie
s6

0
+

 R
is

k
  
C

a
te

g
o

ri
e

s

150+ Risk Indicators

150+ Risk Indicators

150
+ R

isk Indicators

15
0
+ 

Ris
k 

In
dica

to
rs

15
0+ R

isk

 In
di

ca
to

rs

150+ Risk Indicato
rs

15
0

+
 R

isk
 In

d
ic

a
to

rs15
0

+
 R

is
k
 I

n
d

ic
a
to

rs

>> Theft of cash

>> Cheques m
ade to false persons 

or com
panies

>> U
nrecorded transactions

>> U
nauthorised transactions

>> Transactions recorded for incorrect sum
s

>> False person on payroll
>> O

verpay self or w
orkm

ate each fortnight

>> Re-direct em
ployee’s norm

al pay 

w
hen resigned

>> Pay self or w
orkm

ate higher salar

>> EFT – paym
ent to incorrect account 

or incorrect am
ount

>> Management Fraud

>> Equipment stolen or borrowed 

without permission

>> Writing off staff debts 

(as favour to workmates)

>> Unauthorised use of cars/petrol cards/petrol

>> Excessive private use of office equipment

>> Using office resources to run a private business

>> Fraud resulting from a loss o
f data following 

disaster or accident
>> Unauthorise

d sta
ff a

cce
ssin

g systems

>>
 S

el
lin

g, 
le

ak
in

g 
or

 m
isu

sin
g 

in
fo

rm
at

io
n

>>
 M

an
ip

ul
at

in
g 

co
rp

or
at

e 
an

d 
cl

ie
nt

 in
fo

rm
at

io
n

>>
 F

al
se

 tr
av

el
/e

xp
en

se
 c

la
im

s

>>
 B

rib
e 

ac
ce

pt
ed

 fr
om

 c
lie

nt
s, 

co
ns

ul
ta

nt
s 

or
 o

th
er

 

se
rv

ic
e 

pr
ov

id
er

s

>>
 F

ra
ud

ul
en

t c
la

im
 fo

r w
or

ke
rs

’ c
om

pe
ns

at
io

n

>>
 F

al
se

 p
er

fo
rm

an
ce

 a
pp

ra
is

al

>>
 F

al
se

 q
ua

lifi
ca

tio
ns

 in
 jo

b 
ap

pl
ic

at
io

n

>>
 R

un
ni

ng
 a

 p
riv

at
e 

bu
si

ne
ss

 in
 o

ffi
ce

 ti
m

e

>>
 R

un
ni

ng
 a

 p
riv

at
e 

bu
si

ne
ss

/s
ec

on
d 

jo
b 

w
ith

ou
t p

er
m

is
si

on

>>
 U

na
ut

ho
ris

ed
 a

cc
es

s 
to

 o
ffi

ce
 re

co
rd

s

>> Unauthorise
d re

lease of u
ser n

ame 

and/or p
assw

ord

>>
 M

isr
ep

res
en

tat
ion

 of
 th

e o
ffic

e b
y e

xp
res

sin
g 

pe
rso

na
l v

iew

>>
 In

sta
lla

tio
n 

of
 il

leg
al 

so
ftw

ar
e o

n 
of

fic
e 

co
mpu

te
rs 

an
d l

ap
to

ps

C
O

N
FI

GURE

ANALYSE

P
U

B
L

IS
H

CONDUCT

R
E

F
R

E
S
H

Risk
Context

Risk
Analysis

Risk
Analytics

Risk
Treatment

Risk
Evaluation

Fraud 
Module 

Risk

Risk
Identification

>>
 Fa

lse
 re

co
rdings o

n tim
esh

ee
ts

>>
 Id

en
tit

y 
th

ef
t/

ta
ke

ov
er

>>
 C

us
to

m
er

 e
m

ai
l/

m
ob

ile
 c

om
pr

om
is

ed
>>

 C
us

to
m

er
 a

cc
ou

nt
 c

om
pr

om
is

ed

>>
 M

ul
e 

ac
co

un
ts

>>
 In

te
rm

ed
ia

ry
 fr

au
d

>>
 In

te
rm

ed
ia

ry
 a

cc
ou

nt
 co

m
pr

om
ise

>>
 Fa

lsi
fyi

ng
 w

or
kin

g p
ap

ers

Fraud                        Papers                C
o

n
su

lta
n

ts                

                      
                            

     
    

    
   

   
  

   
   

   
  
  
  
  
  
  
 S

to
re

s 
  
  
  
  
  
  
  
   

   
 

   
   

    
    

    
  

Account                      W
orking

               C
o

n
tra

c
to

rs o
r            

                

                      

    
    

    
   

 

   
  
  
  
  
  
  
A

ss
e

ts
 o

r 
  
  
  
  
  
  
  
   

   
   

    
    

     
  

 

F
raud

P
ro

curem
ent

   
   

   
    

   

 

>> Not su
bmitti

ng leave fo
rm

>> False overtim
e claims

>> Appointing contractors/consultants 

outside procedures

>> Payments to contractors/consultants unethically

>> Conflicts of interest

>> Phantom vendor

>> Split purchase orders/split orders

>> Kickbacks/bribery

>> Duplicate payments

>> Bid rigging

Customer                       Falsifying
                 F

ra
u

d
 in

 H
irin

g
 

 

 

 

  

 

 

  
F

ra
u

d
 I

n
v
o

lv
in

g
  

Fraud                          Fraud     
    

    
    

   
   

  F
ra

ud

Financial                       Personnel    
    

    
   

   
M

an
ag

em
en

t
  I

nf
o
rm

at
io

n 
   

   
    

    
    

  
 

 S
ys

te
m

s 
   

   
    

    
    

  Fraud   O
ther 

We’ve developed a fraud risk and control module, which is represented in the diagram below. It can also be fully tailored to suit your 

organisation by modifying content, applying weightings, determining answer set values and calibrating risk thresholds.
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